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 There are several advantages to cloud computing for both the individual and the community as a whole because of its 

flexibility and convenience. However, since shared data typically contains significant information, users have a natural 

reluctance to send it to the cloud server directly. Consequently, the shared data must be protected by an additional level of 

encryption. Identity-based encryption is a potential cryptographic basic that may be used to develop a viable data-sharing 

system. But access control is not a static issue. That is, if a user's authorization has expired, there should be a means to remove 

them from the system. To put it another way, the previously and later shared data is no longer accessible to a user who has had 

access revoked. As a result, this system offer RS-IBE, a concept that combines user revocation and ciphertext update functionality 

concurrently to guarantee ciphertext forward/backward security in real-time. Furthermore, this system describe an actual 

implementation of RS-IBE and establish its security under the stated security model. Because of its benefits in terms of both 

functionality and efficiency, the suggested RS-IBE data-sharing system is a viable option. In the end, we provide the outcomes of 

the execution of the suggested plan in order to illustrate its viability.  
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1. INTRODUCTION 

 Cloud computing is a concept that provides vast 

processing power and massive memory space at a low 

cost. Users of the cloud benefit greatly from the ability to 

get the services they need at any time and from any 

location thanks to cloud computing[1,2]. Cloud storage 

systems like Apple's iCloud, Microsoft's Azure, and 

Amazon's s3 provide for more flexibility and simplicity 

of sharing data over the Internet. Many cloud users are 

hesitant about utilizing this service because of the 

security dangers[9]. Data is no longer within the control 

of the users while using a cloud server. Concerns may 

arise from the fact that outsourced data typically includes 

sensitive information. Cloud servers are an obvious 

target for attackers because of the open and adversarial 

nature of data sharing. Cloud servers may unlawfully 

profit from divulging users' sensitive info. Finally, the 

interchange of information is fluid. Data should be 

unavailable to a user after the user's authorization has 

expired. Many users now choose cloud storage since they 

can guarantee that only those who have been allowed 

access are able to see the data. Identity-based 

encryption[20], for example, is a reasonable answer to the 

difficulty outlined above (IBE). In order to protect shared 
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data from the threats outlined above, identity-based 

access control must also meet the following security 

objectives: No one except authorized users should be able 

to see shared data's raw text on a cloud server to ensure 

its privacy. Among other things, the cloud server, which 

is supposed to be honest yet inquisitive, should not know 

all of the shared content. Users should be unable to read 

the plaintext of encrypted material that they have shared 

with others after their authorization has expired or their 

secret key has been compromised[12]. Access to shared 

data in its plaintext should no longer be possible if an 

individual's authorization or secret key has expired or 

has been compromised for some other reason. 

 

2. PROPOSED SYSTEM 

In order to develop a cost-effective data sharing system 

that fulfils the three security requirements, it has been 

suggested to construct a system known as revocable 

storage identity-based encryption (RS-IBE), which is 

based on the concept of revocable storage identity-based 

encryption. The physical architecture of RS-IBE, as well 

as the formal definitions of RS-IBE and the security 

model that goes along with it, are all shown. It is proved 

that the suggested system may guarantee both 

confidentiality and backward/forward2 secrecy at the 

same time by making use of the decisional l-Bilinear 

Diffie-Hellman Exponent (l-BDHE) assumption. 

Moreover, it is proved that the suggested technique is 

safe in the standard model when the backward/forward2 

secrecy assumption is used. Another feature of the 

suggested approach is that it is resistant to the disclosure 

of the decryption key, which is a significant advantage. 

 
Figure 1: Proposed System Architecture 

 

3. MODULE DESCRIPTION 

CLOUD SERVER 

Data owners, users, files, file requests, and all history 

may be seen on a cloud server. He has access to the 

personal information of every person who has registered 

with the system. Every user's information is available to 

him. He has access to all of the files that have been posted 

by the data owners. Whenever a user asks for a file, he 

sees it. Keys for file requests are sent to the user's email 

address by him. Also, he has access to all of the files that 

have been posted and downloaded in the past. For 

security reasons, he is the only person who can revoke 

the file's encryption keys. 

DATA OWNER 

First, the new Data Owner must complete the registration 

process by providing the requested information. After he 

logs in, he has the ability to upload and view files, as well 

as access to other users. He uses the internet to save his 

data on the cloud. He checks out the files he's just posted. 

All people who have signed up are visible to him. 

USER 

To begin, a new user must first provide the requested 

information in order to create an account on our site. 

After he logs in, he has the ability to view, transmit, and 

download files. His cloud storage files are visible to him. 

He makes a request for the file to the cloud server since 

he is interested in it. If the cloud server agrees to his 

request, a message containing file keys is delivered to the 

user's email address. Using the keys, he may access the 

file. If the cloud server revokes the file keys, the user will 

be unable to download the files. He has to ask for the key 

once again. 

 

4. ALGORITHM 

Depth-first search is an algorithm for traversing or 

searching tree or graph data structures. 

It Uses stack data structure (LIFO-Last In First Out). 

It traverses a graph or tree in a depth ward motion. 
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5. EXPERIMENTAL RESULTS 

Users, files, and file requests are tracked by a cloud 

server. He has access to every user's data. All users' info 

is available. He has access to all data owners' files. He 

views a file when a user asks. The user submits file key 

requests through email. Accessed previous files supplied 

and downloaded. The file's encryption keys are only his. 

Begin by filling out a registration form with the required 

details. After signing on, he may see other users' files and 

upload them. He uses the internet to store data. He 

downloads his files. He can see who signed up. A new 

user must first register. He can then view files, request 

files, and download files. He sees cloud files. He asks the 

cloud server for the file he wants. The cloud server 

responds by sending an email to the user's address. He 

can get the key file. In this case, the user can't download. 

He must re-apply. 

 
Fig5.1: View Data Owners                                        

 
Fig5.2: View All Files 

 

 
Fig5.3: View All Process                              

 
Fig5.4: Upload File 

 

 
Fig5.5: View Data Owner Files                              
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Fig5.6: View End Users 

 

 
Fig5.7: Secret Key 

 

6. COMPARATIVE STUDY 

Table 1 lists three keyword classes with varying IDF 

values. The lower the IDF number, the more common the 

keyword. Table 1 illustrates that adding or removing 100 

or 300 documents has no effect on IDF results. The data 

owner does not need to adjust IDF values every time he 

updates the dataset. When IDF values vary a lot, the data 

owner might choose to check for changes and 

disseminate the new values. 

Table 1: Comparative Study 

 
7. CONCLUSION 

Many people's lives have been made easier by the advent 

of the cloud. As a result, it is well suited to the increasing 

need for data exchange through the Internet. In order to 

create a cloud computing data sharing system that is both 

cost-effective and secure, this system proposed a concept 

called RS-IBE, which supports both identity revocation 

and ciphertext update at the same time, preventing a 

revoked user from accessing previously shared data as 

well as data that has been shared since. It's also shown 

how to build the RS-IBE system in real time. Assuming 

the decisional l-DBHE assumption, an adaptive-secure 

RS-IBE technique may be developed. Results from a 

comparative study show that our method is more 

efficient and useful, making it a better choice for 

real-world applications. 
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